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Using Munki to upgrade macOS
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$ ./Install\ macOS\ Sierra.app/Contents/Resources/startosinstall --usage
Usage: startosinstall --applicationpath <install macOS.app path>

Arguments
--applicationpath, a path to copy of the OS installer application to start the 
install with.
--license, prints the user license agreement only.
--agreetolicense, agree to license the license you printed with --license.
--rebootdelay, how long to delay the reboot at the end of preparing. This delay is 
in seconds and has a maximum of 300 (5 minutes).
--pidtosignal, Specify a PID to which to send SIGUSR1 upon completion of the prepare 
phase. To bypass "rebootdelay" send SIGUSR1 back to startosinstall.
--usage, prints this message.

Example: startosinstall --applicationpath "/Applications/Install macOS.app"
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startosinstall --usage
Usage: startosinstall

Arguments
--license, prints the user license agreement only.
--agreetolicense, agree to the license you printed with --license.
--rebootdelay, how long to delay the reboot at the end of preparing. This delay is in seconds and has a maximum of 300 (5 minutes).
--pidtosignal, Specify a PID to which to send SIGUSR1 upon completion of the prepare phase. To bypass "rebootdelay" send SIGUSR1 back to startosinstall.
--installpackage, the path of a package (built with productbuild(1)) to install after the OS installation is complete; this option can be specified multiple times.
--eraseinstall, (Requires APFS) Erase all volumes and install to a new one. Optionally specify the name of the new volume with --newvolumename.
--newvolumename, the name of the volume to be created with --eraseinstall.
--preservecontainer, preserves other volumes in your APFS container when using --eraseinstall.
--forcequitapps, on restart applications are forcefully quit. This is the default if no users are logged in.
--usage, prints this message.
--user, an admin user to authorize installation.
--passprompt, collect a password for authorization with an interactive prompt.
--stdinpass, collect a password from stdin without interaction.
--reducedsecurity, configure target volume's security policy as Reduced Security (will prompt for authorization after reboot).
--cloneuser, Copy account settings for the owner provided with --user when installing to a new volume.

Example: startosinstall





How to move forward?



Approach 1: 
Ask for credentials; run startosinstall



Pros



Pros

• One approach for both Intel and Apple silicon Macs


• No new things for admins to learn and test


• `startosinstall` command is run as root: no problem if GUI 
user is not an admin



Cons



Cons

• Difficult to ensure credentials are handled with complete 
security


• Future Apple support for startosinstall unclear


• Requires user interaction to start an upgrade



Approach 2: 
Just launch the Install macOS app



Pros



Pros

• Uses the method most tested by Apple and end users


• No need to handle user credentials at all


• Insulates us from changes in the startosinstall tool



Cons



Cons

• Users who don't have admin rights can't initiate an install 
via the Install macOS application


• Requires user interaction to start an upgrade


• Users can just quit the Install macOS application once it 
is launched


• No way to do the upgrade at the login window or any 
time a user isn't present



A Bad Beginning



A New Hope













Temporary Admin



Temporary Admin
• If user is NOT a member of the admin group: 

 
dseditgroup -o edit -a ${CONSOLEUSER} -t user admin  
trap demote_user EXIT SIGINT SIGTERM

• launchctl asuser ${USER_UID} open -W "${APP}" 


• When installer app exits, or script exits or is terminated: 
 
function demote_user {  
    dseditgroup -o edit -d ${CONSOLEUSER} -t user admin  
}



Temporary Admin

• If user IS a member of the admin group: 
 

launchctl asuser ${USER_UID} open -W "${APP}" 



Temporary Admin?



stage_os_installer



munkiimport --installer-type stage_os_installer /path/to/Install_macOS_Foo.dmg



munkiimport --installer-type startosinstall /path/to/Install_macOS_Foo.dmg

munkiimport /path/to/Install_macOS_Foo.dmg (assumes startosinstall install_type)



Item name installer_type arch

InstallVentura startosinstall x86_64

InstallVentura stage_os_installer arm64



Let's look at it in action!



Some remaining issues







MDM



$ sudo profiles status -type bootstraptoken
profiles: Bootstrap Token supported on server: YES
profiles: Bootstrap Token escrowed to server: YES



https://github.com/grahampugh/erase-install







Login Items























    <key>PayloadType</key>
    <string>com.apple.servicemanagement</string>
    <key>Rules</key>
    <array>
         <dict>
               <key>RuleType</key>
               <string>LabelPrefix</string>
               <key>RuleValue</key>
               <string>com.googlecode.munki</string>
               <key>Comment</key>
               <string>Label prefix for Munki's launchd items</string>
         </dict>
    </array>



Locked in the ON position



Where's the documentation?



Fall 2022?



AppleSeed for IT
2022 Login and Background Item Management Test Plan



App Bundle update protection
"App Management"











Deferring Ventura?



Install macOS Ventura.app



12.3+

(?)







Ventura upgrade blocking strategies

•Block "Install macOS app" from launching
•Users not admin
•MDM deferral profiles



https://developer.apple.com/documentation/devicemanagement/restrictions



    <key>PayloadType</key>
    <string>com.apple.applicationaccess</string>

    <key>forceDelayedMajorSoftwareUpdates</key>
    <true/>
    <key>enforcedSoftwareUpdateMajorOSDeferredInstallDelay</key>
    <integer>90</integer>
    <key>forceDelayedSoftwareUpdates</key>
    <true/>
    <key>enforcedSoftwareUpdateMinorOSDeferredInstallDelay</key>
    <integer>7</integer>

Deferring Monterey



"minor"

Deferring Ventura?

    <key>PayloadType</key>
    <string>com.apple.applicationaccess</string>

    <key>forceDelayedMajorSoftwareUpdates</key>
    <true/>
    <key>enforcedSoftwareUpdateMajorOSDeferredInstallDelay</key>
    <integer>90</integer>
    <key>forceDelayedSoftwareUpdates</key>
    <true/>
    <key>enforcedSoftwareUpdateMinorOSDeferredInstallDelay</key>
    <integer>7</integer>



Deferring Ventura?

    <key>PayloadType</key>
    <string>com.apple.applicationaccess</string>

    <key>forceDelayedMajorSoftwareUpdates</key>
    <true/>
    <key>enforcedSoftwareUpdateMajorOSDeferredInstallDelay</key>
    <integer>90</integer>
    <key>forceDelayedSoftwareUpdates</key>
    <true/>
    <key>enforcedSoftwareUpdateMinorOSDeferredInstallDelay</key>
    <integer>90</integer>



Ventura upgrade blocking strategies

•Block "Install macOS app" from launching
•Users not admin
•MDM deferral profiles ✅ (with caveats)



Ventura vs. Admins: Summary

• New "Login Items" 
• Users might disable Munki and other launchd items

• Can be controlled via profile


• App Management 
• Might prevent Munki from updating apps in some cases

• Should be addressable if it turns out to be an issue


• Upgrade Deferral/Blocking 
• No 100% perfect solution here



YouMunki, Ventura, and
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https://github.com/munki/munki/releases



https://github.com/munki/munki/wiki/Munki-6-Information



https://github.com/munki/munki/wiki/Staging-macOS-Installers
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Tack!


