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Compliance
Proof of a compliant state - where’s the benefit for macadmins?

Henry Stamerjohann, October 4-7 2022
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StrategyTechnology VulnerabilitiesCulture Controls

• Understand security controls

• Implement security controls

• Audit security controls

• Create an effective, comprehensive vulnerability  

management model

• Guide which threats need attention

• Continually mature your security operations,  

in turn saving time, money, and hours of frustration.

• Strategize and apply concepts

• Implement management tools and methodologies

• Critically analyze the current business situation

• Identify target state

• Perform a gap analysis

• Develop a comprehensive cybersecurity roadmap

• Includes employees at all levels in the organization 

in every type of job role

Source: SANS, 2020 | ALL RIGHTS RESERVED

Operations

Perspectives



ISO/IEC 27001
ISO/IEC 27005

PCI DSS

NIST 800-53r5

Common Criteria

NIST RMF

NIST 800-171

NIST CSFCOBIT

ISO/IEC 27799

HIPPA

NIST 800-160

IT Grundschutz

Cyber Essentials 

TISAX

C5 Cloud Computing

DISA-STIG

Collective Control Catalog

NIST 800-39

CIS v8

NIST 800-30

CMMC
CSA Cloud Controls Matrix

CIS RAM
FAIR

HITRUST

COSO

NCSC CAF 

ISO/IEC 27032

PAS 555

MCSS

SABSA ISO/IEC 27701

OCTAVEControl frameworks 

Program frameworks 

Risk frameworks



Control frameworks
Program frameworks

Risk frameworks



NIST CSF v1.1

Cyber Security 
Framework



NIST CSF v1.1
Framework Core
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Profiles

NIST Cyber Security Framework

Identify Protect Detect Respond Recover

Recovery Planning

Improvements

Communications

Response Planning

Communications

Analysis

Mitigation

Improvements

Anomalies and 
Events

Security Continuous 
Monitoring

Detection Processes

Asset Management

Business  
Environment

Risk Assessment

Risk Management 
Strategy

Supply Chain Risk  
Management

Identity management  
and access control

Awareness and  
Training

Data Security

Information protection

Protective Technology

Patch management  
and allowlisting

NIST CSF v1.1



Partial Informed Repeatable Adaptive

• Sparse defined 
processes and 
procedures


• No or incomplete 
documentation


• Ad-hoc decisions 
and reactive 
processes


• Basic IT security 
measures and 
tools

• Largely defined 
processes and 
procedures


• Documentation in 
place, manual 
maintenance


• Focus on 
prevention and 
response


• Integration of IT 
security measures 
and tools 

• Processes well 
defined and 
implemented


• Consistent security 
architecture


• Formal and 
standardized 
approach


• Functional IT risk 
management, 
basis for strategy

• Processes largely 
automated, KPIs in 
place


• Security is corporate 
culture, security 
awareness, security 
by design


• Business process risk 
understanding


• Integrated Risk 
Management Process 
and enhanced 
Security Monitoring

Tier 1 Tier 2 Tier 3 Tier 4

NIST CSF v1.1
Tiers



Guiding principles
Guardrails in achieving the goal

Framework V1.1 (PDF) Framework V1.1 Core (Excel)

https://www.nist.gov/cyberframework/framework



Guiding principles



Policies

Guidelines
Guardrails of the target stateMinimum requirements, tailored to 

the business based on guidelines

Baselines
Step by step implementations

ProceduresStandards
Hardware, Software, OS type

Aligned with the business
Policies

• Set the tone - about “the what, not the how”

• Appropriate, prudent, justified and reasonable

• Implementation may be technical

• Adjustments on an annual basis



Gap analysis

Current state Future state



Continuous improvement

Are we secure? 

Is our security posture 
sufficient to meet our 
requirements and risks?

Are we protected from the 
threats we can reasonably 
expect?

Do we have adequate 
situational awareness to 
detect an incident?

Do we have trained staff, 
proven processes in place 
to respond to an incident?

Can we recover and sustain 
critical business operations 
in the case of an incident?

Identify Protect Detect Respond Recover

Built a risk register

Are we secure? 



Adversarial Tactics, Techniques, & 
Common Knowledge  



MITRE 
ATT&CK 



MITRE
ATT&CK



CIS  
Critical Security Controls v8



CIS 
Critical Security Controls v8
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CIS 
Critical Security Controls v8
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macOS Security Compliance Project
NIST 800-53 and CIS critical controls v8

https://github.com/usnistgov/macos_security
https://support.apple.com/en-gb/guide/sccc/sccc22685bb2/web



Security is not a task,  
it's a culture.



GitOps
Built-in change management



GitOps



GitOps



GitOps

Free GUI with GitHub (or equivalent)
Authentication and authorization
Peer review
Branches
Auditing



GIT + HTTP API

YAML

JSON

Automation

Plan 

Apply 

Service 

e.g. GitHub Action,  
Terraform, CI/CD flows REST API

Push 

Trigger 

Source Control













Configuration in Code

Tools + Configuration

JSON

YAML

Automation
Plan

Apply

Endpoint Management

REST API



Compliance Checks
Integrated pass/fail data



Compliance Checks
Search for Configuration profile present



Compliance Checks
Search for Configuration profile present

Search for OS Versions

Search for Group Membership



Compliance Checks
..as code with Terraform

Compliance testing across multiple sources



Compliance Checks
Osquery based checks*

Validate Terminal 
Secure Keyboard
Entry

Validate Security Extension activated

Validate Password Policy

*managed as OsqueryPack



Compliance Checks
Osquery based checks

Validate Terminal 
Secure Keyboard Entry

Validate Security Extension activated

Validate Password Policy



Compliance
Summary & Conclusion



Compliance pathways

• Mindset 

• Review regulatory requirements  

• Conduct a risk assessment  

• Close gaps / missing controls 

• Set up overlapping security controls 

• Automate compliance reporting activities  

• Security awareness training



Compliance pathways

• NIST Cybersecurity Framework  

• MITRE ATT&CK 

• CIS Critical Security Controls 

• macOS Security Compliance Project 

• Open source solutions 

• Vendor-based solutions 

• Measure your effectiveness



Common needs

MDM

Inventory &
Reporting

Patch Management Visibilty &
Binary Control



zentral.io
A SOURCE AVAILABLE (ZPEL-1.0) AND APACHE 2.0 LICENSE SOFTWARE PROJECT

device management

Enterprise SupportLicense with SLA



device management

Inventory &
Reporting

Inventory sources

Visibility &
Binary Control

Endpoint agents

Terraform

Patch
Management

Dynamic managed
manifests

CI/CD

https://zentral.io

MDM

Endpoint devices

GitOps

Data Stores

Backends and SIEM

Enterprise SupportLicense with SLA
GUI APIs



Thank you!
You’re awesome

https://zentral.io

@henry
@head_min



Further resources
https://blog.macadmin.me/tags/macsysadmin/

https://zentral.io

@henry
@head_min


