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WDAS human environment
(pre-pandemic)

• Around a thousand employees


• Employee count grows and shrinks  
but rarely dramatically


• Almost everyone in a single building


• Virtually no long-term remote work



WDAS Mac environment

• Mac count in the hundreds (not the thousands)


• Long usage of individual machines (5+ years not uncommon)


• Macs on studio LAN at least 40 hours a week

(Pre-pandemic)



WDAS Mac environment

• Every client has high-speed networking


• Integration with production Linux environment:

• NFS storage     • LDAP accounts

(Pre-pandemic)









Setting up Macs



Setting up a Mac
2017 (and earlier)

• NetBoot


• Run Imagr and install a standard image:

• macOS

• Local admin account

• Munki


• Munki takes over at first boot and installs 200+ packages



Setting up a Mac
2017 (and earlier)

User experience: 

• User gets Mac with all vital software installed and system services configured


• User logs in with their LDAP account and a local (mobile) account is created


• Custom app enforces FileVault and escrows PRK to an internal server


• User can get to work!



Setting up a Mac
2017 (and earlier)

• MDM? What for? Solves no problem for us.



Setting up a Mac
Late 2017 developments

• Fall 2017: macOS 10.13 High Sierra ships 

• Kernel extension approval


• UAMDM



Setting up a Mac
Late 2017 developments

• Fall 2017: macOS 10.13 High Sierra ships 

• Kernel extension approval


• UAMDM


• December 2017: iMac Pro ships with T2 chip 

• No NetBoot support


• Imaging is (mostly) dead



Setting up a Mac
2017 2018

• NetBoot


• Boot to Recovery


• Use Bootstrappr to install "bootstrap packages": 
-or- 
Use Installr to install macOS and bootstrap packages:


• Run Imagr and install a standard image:


• macOS


• Local admin account


• Munki


• Munki takes over at first boot and installs 200+ packages



Setting up a Mac
2018

• Boot to Recovery


• Use Boostrappr (github.com/munki/bootstrappr) to install "bootstrap packages":  
-or- 
Use Installr (github.com/munki/installr) to install macOS and bootstrap 
packages:


• Local admin account


• Munki


• Munki takes over at first boot and installs 200+ packages

https://github.com/munki/bootstrappr
https://github.com/munki/installr


Setting up a Mac
2018

• Munki takes over at first boot and installs everything else


• Most config profiles still delivered by Munki


• Munki-installed pkg enrolls machine in MDM


• Manual UAMDM approval



Setting up a Mac
Late 2018 developments

• Fall 2018: macOS 10.14 Mojave ships


• Privacy protections (limited) ("Full Disk Access")



Setting up a Mac
2019 – pretty much the same as 2018

• Boot to Recovery


• Use Boostrappr (github.com/munki/bootstrappr) to install "bootstrap packages":  
-or- 
Use Installr (github.com/munki/installr) to install macOS and bootstrap 
packages:


• Local admin account


• Munki


• Munki takes over at first boot and installs everything else

https://github.com/munki/bootstrappr
https://github.com/munki/installr


Other Mac Engineering tasks
2019

• Expand use of MDM


• Port Munki GUI apps to Swift


• Port Munki CLI to Python 3


• Bundle Python 3 runtime with Munki



Setting up a Mac
2019 developments

• Summer 2019: macOS 10.15 Catalina Developer Preview


• Python and other scripting runtimes "deprecated"





Setting up a Mac
2019 developments

• Fall 2019: macOS 10.15 Catalina ships


• Python and other scripting runtimes "deprecated"


• Privacy protections expanded to Desktop, Documents and more



Setting up a Mac
2020 – pretty much the same as 2019



Setting up a Mac
2020 – pretty much the same as 2019

• Or so it seemed...



2020





March 13, 2020 
Work from Home begins



Environmental changes
Assumptions no longer true!

• Almost everyone in a single building


• Virtually no long-term remote work


• Macs on studio LAN at least 40 hours a week


• Every client has high-speed networking

Employees spread all over


Everyone is remote


Might rarely connect to the studio LAN


Home internet connections 



"Might rarely connect to the studio LAN"
Why?

• Not enough VPN capacity in early Spring 2020

• So not everyone could connect even if they wanted to


• Could access some resources without VPN:


• Email (Gmail) (and calendar)

• Zoom/Bluejeans/etc

• Slack

• Jira

• other stuff



New management needs
In a work-from-home world

Need to be able to manage Macs that are not on the "corporate" 
network!



New management needs
In a work-from-home world

Early 2020:

Deployment/management services only available on internal LAN:


• NetBoot

• Bootstrappr/Installr deployment disk images

• Reposado (Apple Software updates)

• Munki



New management needs
In a work-from-home world

Early 2020:

Deployment/management services available externally:


• MDM



New management needs
In a work-from-home world

Munki in the cloud

• We already had some services in AWS

• Graham Gilbert's Terraform modules for AWS 
 at MacDevOps YVR 2019



https://www.youtube.com/watch?v=Sr5-FoFLpnA





New management needs
In a work-from-home world

Apple Software Update in the cloud

• Just use Apple's service



New management needs
In a work-from-home world

Ongoing management: 
MDM ✓ 
Munki ✓ 
Apple Software Update ✓ 

Initial setup and deployment: 
❓ 



In the Before Times
Mac setup

• Boot to recovery
• Install Munki (and some other pkgs)
• Boot to "normal" OS
• Let Munki install everything else

• (Includes LDAPv3 config and mobile account config)

• User gets fully configured machine:

• Can log in with LDAP creds and a local account is created



In the Before Times
Mac setup

• Boot to recovery

• Install Munki (and some other pkgs)

• Boot to "normal" OS

• Let Munki install everything else

• (Includes LDAPv3 config and mobile account config)


• User gets fully configured machine:

• Can log in with LDAP creds and a local account is created

In�the�New�Reality

Doesn't�work�off�Disney�Animation�network�

All�this�we�can�do�in�
advance�at�the�studio,�
then�ship�the�machine�}



New management needs
In a work-from-home world

Initial deployment/setup without NetBoot or access to internal disk 
images 
• Use DEP/ADE-triggered setup:

• ABM/DEP/ADE causes enrollment in our MDM

• MDM installs Munki (and config profiles)

• Munki installs all other software



In the Before Times
Mac setup

• Boot to recovery

• Install Munki (and some other pkgs)

• Boot to "normal" OS

• Let Munki install everything else

• (Includes LDAPv3 config and mobile account config)


• User gets fully configured machine:

• Can log in with LDAP creds and a local account is created

In�the�New�Reality

•Boot�new�OS�
•Use�DEP/ADE�to�enroll�in�MDM�
•MDM�installs�Munki

Doesn't�work�off�Disney�Animation�network�



In the New Reality
Mac setup

• How to let users create own account?

• Must have correct UNIX shortname and UID and GID

• Bonus: with LDAP password (less confusing)



New management needs
In a work-from-home world

Pre-pandemic

Deployment/management services available externally:


• MDM

• Okta





In the New Reality
Mac setup

• How to let users create own account?

• Must have correct UNIX shortname and UID and GID

• Bonus: with LDAP password (less confusing)























Disney Animation Setup Complete
All setup tasks complete.

Continue









New Mac setup workflow
Big Sur+

• Make sure Mac is assigned "Automatic Mac Deployment" deployment profile 
in MDM

• Boot Mac

• Apple's Setup Assistant launches

• Mac checks for DEP/ADE enrollment and enrolls in MDM and auto-advances 
through setup

• MDM installs local admin account. Local account creation is suppressed.

• MDM installs Munki



New Mac setup workflow
Big Sur+

• Setup Assistant exits and Mac drops to loginwindow

• Munki starts installing everything assigned in the machine's manifest

• Includes Disney Animation Setup Assistant

• Munki finishes; Disney Animation Setup Assistant launches

• Either: shutdown and ship to user

• Or user continues with user creation



New Mac setup workflow
Deployment alternatives

Alternative #1: 

• Use new DEP/ADE setup workflow 
on workbench at the studio


• Run until Disney Animation Setup 
Assistant launches


• Shut Mac down and ship to user

Alternative #2: 

• Ship unconfigured Mac to user


• User boots Mac


• DEP/ADE setup workflow sets up 
Mac

More�reliable.�
User�can�get�to�work�
sooner.�

Less�technician�work.�
More�risk�of�failure.�
User�has�to�wait�longer�to�
get�to�work.



ABM/DEP/ADE MDM bits
Are there enough acronyms?









Disney Animation Setup Assistant



Disney Animation Setup Assistant



Setup Assistant



Johnny Appleseed

japple                        







More potential alternatives
Cloud-based login and account provisioning

• JumpCloud – https://jumpcloud.com

• OneLogin – https://www.onelogin.com

• Credentia – https://www.credentia.app

• there are probably more...

https://jumpcloud.com
https://www.onelogin.com
https://www.credentia.app


Demo



Recap



Recap
(here's what you can tell your boss)

• Pre-pandemic: 
• Most Disney Animation Macs in a single building

• Most provisioning and management tools worked only on the internal LAN

• Provisioning required manual technician effort (NetBoot, booting to Recovery)

• Now:

• Disney Animation Macs can be anywhere with Internet access

• Management tools available in "the cloud" (MDM, Munki-in-AWS)

• Provisioning based on ABM/DEP/ADE

• Can (optionally) ship unconfigured Macs directly to users



The End
And everyone lived happily ever after


